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The heed fo r Security Cle& rancg 


A very rwal need exists for security clearance procedure 
which will protect the viability of sensitive intelligence 
in format ion received both 'ey members of intelligence agencies 
and by individuals who, in the course of their duties have 
access to sucsi iii£©rstati©a, Soviet and ether hostile inteiii 
fence services assign overriding priority to penetrating 
C.S. intelligence organisations by identifying mid exploiting 
personal vulnerabilities and weaknesses of their personnel , 
Such, penetration can enable the opposition to identify an 4 
neutralise our own. intelligence operations, loara what wo 
knew and what we don’t knew about opposition capabilities 
»&%i intentions, gain insights enabling the opposition to 
confuse md deceive us; and provide vital infernal ion 
regarding DUS, national policy, military capabilities,, 
technology, am» intentions with which intelligence and 
other govenraeittal personnel become familiar in toe course 
of their routine work. 

The United states Governs; eat and the Intelligence 
Community have, in past years, established a series of 
guidelines which are the basis for ail security clear** see 
procedures. Individuals whs have access to classified 
information are investigated and cleared under the standards 
set forth in the Act of August 26, St at , 476, 

Section 102 oi the National Security Act of 1947', the 
Central Intelligence Agency Act of 194#, as amended ; and 
Executive Orders Mo, 10450 of April 27, 1953, as aaoiutod, 

So. 10491 of October IS, 1953, as amended, and Mo, ic*f» ii 
of stevember 5, 1953, as as-ended. The checks cud balances 
set forth in these statutes and regulations are designed 
to benefit both tl*« applicant for if, 3, Government employ - 
went and the interests of the y,S* Gcvemwent.- 

Xa addition to the foregoing which applies to 
individuals receiving security clearances in agendas 
of the U . d , Government , the Intelligence Community has 
estaeiisheu clearance procedures relating to individuals 
who have access to c«y»ta«Bte4 information « Security 
requirements in this area stew from a Director of 
Central Intelligence Directive which, established 
uniform personnel security standards for Individuals 
auviag access to compart wen ted info mat ion. 
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Thla Direct ivi clearly establishes the personnel security 
standards and minimum investigative criteria to be net by 
all United Stites Government civilian and military personnel 
government consultants and employees of gave riment con - 
tractors, who require access to sensitive conpartnantod 
information or to information which reveals the manner . 
methods and operational details by which sensitive con - 
partmeated information 1* collected. 

In order to cosap ly with the statutes and regulations 
heretofore eantioned, it is necessary to conduct compre- 
hensive investigations of individuals who have access to 
classified information, in order to establish their b«.a- 
fidos and a pattern of continuity in their lives which 
will clearly indicate that they are who they data to be. 
Additionally, as required by these statutes and regulations, 
such investigations establish the unquestioned and undivided 
loyalty of those individuals to the United States and 
establish that they are stable and of excellent character 
and discretion. Such investigations are designed to 
present a careful and thorough assessment of the individual 
to ensure the selection of the right man for tine Job. 

This is essential not only in the interests of the 
individual agencies and the government , but in those of 
the individual as well. Many people, through no fault of 
their ova, are subject to latent weaknesses and vulner- 
abilities of une sort or another, and it is believed 
that it would be a great disservice to them to impose 
upon thee burdens for which they are unfitted, perhaps 
leading to unfortunate personal consequences as well as 
to serious security damage to the Government of the United 
States. The procedures ia the Central late Hi gone© Agency, 
as well as in mmy other agencies of the Intelligence 
Community, for ensuring the security and suitability of 
Its personnel have boon developed over the years on the 
basis of specialised knowledge of the aims and methods 
of th© opposition, the importance and sensitivity of 
the Agency’s responsibilities , the best professional 
advice, and the cumulative practical experience ©£ a 
number of years of management . 

Ia conjunction with the development of strong 
personnel security programs, agencies of the United 
States Government have developed physical and technical 
security programs over the years. Although it is the 
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of this Agency that the strongest link in the seearitv 
ChAlA is the security of its personnel , the develepaeet of 
physical storage facilities to protect hard copy classified 
iaforeatioii sud of technical capabilities to detect attenpted 
audio penetrations of overseas installations are also 
important, J articular ly in the overseas ea vi ron&en t adore 
opposition intelligence services a&y operate with a free? 
haad., the development and use of physical security safeguards 
such as safes, vaulted areas, perimeter lighting, military 
guards, and the lila are vital to tne protection of classi- 
fied information. 

Audio penetration finds have shown that the opposition 
continues to attempt to monitor the conversations of 5 , 3 , 
officials overseas, There have been & total of 4 $ n incidents 
of hostile audio penetration reported by CIA, other 0.3. 

Gove rarest agencies , and allied count trios sine® 1945. Those 
incidents involved the us© of 1672 pieces of equipment or 
devices. It is therefore apparent that counter -audio 
devices be developed and utilised in an attempt to discover 
and neutralize such activities. 

Lastly, it is necessary in all government org salt at ions 
u&vi&g. iii 1 1 1 ig©u c# f“€* & p 0 *i $ lb i 1 i t Ao s to dovolos coudit^r* 
intelligence -programs. Since it is known that opposition 
services at to apt to penetrate baited States rntelligouce 
bodies through either physical eeans, through the cd-optiap 
individual j already employed by these organisations, 
or by placing agents within such organisations on a long 
range basis. It is vital to ttte security-sof our go venuson t a 1 
secrets that ;ont inning programs bo mounted to discover 
such facts . as an axtleae. change in an individual's life 
style, indices ions that a# or she has unaccounted for 
wealth, indications that the individual’s stability has 
changed, indication* that the individual is deeply in 
debt, or tiie like. Such indicators art established through 
systematic rs investigation prog rasas designed to assure; 
bote an agency and tno individual of the individual’s 
continued usefulness. The basic responsibilities far 
counter- intelligence wort within the United States rests 
with the Federal Bureau of Investigation if, in fact, 
information is developed during a reinvest igation wait:, 
would indicate) that the individual is cooperating with, 
a foreign intelligence service, 

Ja conclusion. It say be said that intelligence pr- 
sonaol and individuals who nave access to intelligence 
information are not only an attractive target for the 
opposition services, but in tetany respects re present &, 
particularly uccassiblo one. Unlike oenfeers of moat 
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£OV®rr,®<mt organisations, intelligence personnel often must 
carry out their demanding assignments completely alone mid 
subject to sovtTo psychological pressures, la these cir- 
cumstances* a a/ latent vulnerabilities and instabilities 
of character nay cose to the surface and be detected and 
exploited by a a alert opposition. It is incumbent, therefore 
for say organization dealing in intelligence Matters to 
develop personnel, physical, technical, and c.ounter- 
intal licence security progress in order t® fully protect 
the Nation’s s acre t s . 
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SSC/HSC Request 
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Questions asked by the HSC members ;and staffers re~ 

. ect serious misconceptions or apprehensions about intell- 
igence work. Probably these views are representative of the 
general public understanding. he need to correct the worst 
of these m unclassified briefing papers written In laymen's 
terms that can be made available for the public record! * Where 
necessary for full understanding, we can include a classified 
addendum to -round out the information. - _ ' 


For example, Congressman Milford 


Soviet penetration of Congress 


g o 


(T 


into 

Vn , 


vr_ * - - - - V.-.-* . ^xestiriony Pages iioi-i 

- ; explained our clearance, security, and counter- 

intelligence activities in very general terms. He noted that 
Congress well might be concerned with this issue in view of 

„ hMV°JMfVph, 1 t be ? irl i Un 8 to establish. Please provide 

types of pre- 


; area of 
1131-11S21 


a paper setting forth both the need for and tht 
cautions that could be taken. 


Also, the HSC staff is concerned that the Audit Staff 
Comments: 
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f tandards set b7 the ^ er ^an Institute 
of Certified Fubixc Accountants, and that these exceptions 

T \ r v no f ?°l l£ied bUt exis . Z 01117 in - the of auditors 

, 1 this is ^ too pliable. While this judgment reflects 

^experience, they will pursue this point with~the 
members. Please provide a paper which shows the true effect 
of any inability on our part to follow strict standards. 
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